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Sensitive technology—

(1) Means hardware, software, tele-
communications equipment, or any
other technology that is to be used spe-
cifically—

(i) To restrict the free flow of unbi-
ased information in Iran; or

(ii) To disrupt, monitor, or otherwise
restrict speech of the people of Iran;
and

(2) Does not include information or
informational materials the export of
which the President does not have the
authority to regulate or prohibit pur-
suant to section 203(b)(3) of the Inter-
national Emergency Economic Powers
Act (50 U.S.C. 1702(b)(3)).

[756 FR 60256, Sept. 29, 2010, as amended at 76
FR 68030, Nov. 2, 2011; 77 FR 23368, Apr. 18,
2012]

25.703-2 Iran Sanctions Act.

(a) Certification—(1) Certification relat-
ing to activities described in section 5 of
the Iran Sanctions Act. As required by
section 6(b)(1)(A) of the Iran Sanctions
Act (50 U.S.C. 1701 note), unless an ex-
ception applies in accordance with
paragraph (c) of this subsection, or a
waiver is granted in accordance with
25.703-4, each offeror must certify that
the offeror, and any person owned or
controlled by the offeror, does not en-
gage in any activity for which sanc-
tions may be imposed under section 5
of the Iran Sanctions Act. Such activi-
ties, which are described in detail in
section 5 of the Iran Sanctions Act, re-
late to the energy sector of Iran and
development by Iran of weapons of
mass destruction or other military ca-
pabilities.

(2) Certification relating to transactions
with Iran’s Revolutionary Guard Corps.
As required by section 6(b)(1)(B) of the
Iran Sanctions Act (60 U.S.C. 1701
note), unless an exception applies in
accordance with paragraph (c) of this
subsection, or a waiver is granted in
accordance with 25.703-4, each offeror
must certify that the offeror, and any
person owned or controlled by the of-
feror, does not knowingly engage in
any significant transaction (i.e., a
transaction that exceeds $3,500) with
Iran’s Revolutionary Guard Corps or
any of its officials, agents, or affiliates,
the property and interests in property
of which are blocked pursuant to the

25.703-3

International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.) (see
OFAC’s Specially Designated Nationals
and Blocked Persons List at http:/
www.treasury.gov/ofac/downloads/
t11sdn.pdf).

(b) Remedies. Upon the determination
of a false certification under paragraph
(a) of this subsection, the agency shall
take one or more of the following ac-
tions:

(1) The contracting officer termi-
nates the contract in accordance with
procedures in part 49, or for commer-
cial items, see 12.403.

(2) The suspending official suspends
the contractor in accordance with the
procedures in subpart 9.4.

(3) The debarring official debars the
contractor for a period of at least two
yvears in accordance with the proce-
dures in subpart 9.4.

(c) Exception for trade agreements. The
certification requirements of para-
graph (a) of this subsection do not
apply if the acquisition is subject to
trade agreements and the offeror cer-
tifies that all the offered products are
designated country end products or
designated country construction mate-
rial (see subpart 25.4).

[77 FR 73519, Dec. 10, 2012, as amended at 80
FR 38298, July 2, 2015]

25.703-3 Prohibition on contracting
with entities that export sensitive
technology to Iran.

(a) The head of an executive agency
may not enter into or extend a con-
tract for the procurement of goods or
services with a person that exports cer-
tain sensitive technology to Iran, as
determined by the President and listed
in the System for Award Management
Exclusions via http://
www.acquisition.gov (22 U.S.C. 8515).

(b) Each offeror must represent that
it does not export any sensitive tech-
nology to the government of Iran or
any entities or individuals owned or
controlled by, or acting on behalf or at
the direction of, the government of
Iran.

(c) Ezxception for trade agreements. The
representation requirement of para-
graph (b) of this subsection does not
apply if the acquisition is subject to
trade agreements and the offeror cer-
tifies that all the offered products are
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25.703-4

designated country end products or
designated country construction mate-
rial (see subpart 25.4).

[76 FR 68031, Nov. 2, 2011, as amended at 77
FR 188, Jan. 3, 2012; 77 FR 73519, Dec. 10, 2012;
78 FR 37679, June 21, 2013; 78 FR 46783, Aug.
1, 2013]

25.703-4 Waiver.

(a) An agency or contractor seeking a
waiver of the requirements of 25.703-2
or 25.703-3, consistent with section
6(b)(5) of the Iran Sanctions Act or 22
U.S.C. 85651(b), respectively, and the
Presidential Memorandum of Sep-
tember 23, 2010 (75 FR 67025), shall sub-
mit the request to the Office of Federal
Procurement Policy, allowing suffi-
cient time for review and approval.

(b) Agencies may request a waiver on
an individual or class basis; however,
waivers are not indefinite and can be
cancelled, if warranted.

(1) A class waiver may be requested
only when the class of supplies or
equipment is not available from any
other source and it is in the national
interest.

(2) Prior to submitting the waiver re-
quest, the request must be reviewed
and cleared by the agency head.

(c) In general, all waiver requests
should include the following informa-
tion:

(1) Agency name, complete mailing
address, and point of contact name,
telephone number, and email address.

(2) Offeror’s name, complete mailing
address, and point of contact name,
telephone number, and email address.

(3) Description/nature of product or
service.

(4) The total cost and length of the
contract.

(5) Justification, with market re-
search demonstrating that no other of-
feror can provide the product or service
and stating why the product or service
must be procured from this offeror.

(i) If the offeror exports sensitive
technology to the government of Iran
or any entities or individuals owned or
controlled by, or acting on behalf or at
the direction of, the government of
Iran, provide rationale why it is in the
national interest for the President to
waive the prohibition on contracting
with this offeror, as required by 22
U.S.C. 8551(b).
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(ii) If the offeror conducts activities
for which sanctions may be imposed
under section 5 of the Iran Sanctions
Act or engages in any transaction that
exceeds $3,500 with Iran’s Revolu-
tionary Guard Corps or any of its offi-
cials, agents, or affiliates, the property
and interests in property of which are
blocked pursuant to the International
Emergency Economic Powers Act, pro-
vide rationale why it is essential to the
national security interests of the
United States for the President to
waive the prohibition on contracting
with this offeror, as required by section
6(b)(5) of the Iran Sanctions Act.

(6) Documentation regarding the
offeror’s past performance and integ-
rity (see the Past Performance Infor-
mation Retrieval System and the Fed-
eral Awardee Performance Information
and Integrity System at www.ppirs.gov,
and any other relevant information).

M Information regarding the
offeror’s relationship or connection
with other firms that—

(i) Export sensitive technology to the
government of Iran or any entities or
individuals owned or controlled by, or
acting on behalf or at the direction of,
the government of Iran;

(ii) Conduct activities for which
sanctions may be imposed under sec-
tion 5 of the Iran Sanctions Act; or

(iii) Conduct any transaction that ex-
ceeds $3,500 with Iran’s Revolutionary
Guard Corps or any of its officials,
agents, or affiliates, the property and
interests in property of which are
blocked pursuant to the International
Emergency Economic Powers Act.

(8) Describe— (i) The sensitive tech-
nology and the entity or individual to
which it was exported (i.e., the govern-
ment of Iran or an entity or individual
owned or controlled by, or acting on
behalf or at the direction of, the gov-
ernment of Iran);

(ii) The activities in which the offer-
or is engaged for which sanctions may
be imposed under section 5 of the Iran
Sanctions Act; or

(iii) The transactions that exceed
$3,600 with Iran’s Revolutionary Guard
Corps or any of its officials, agents, or
affiliates, the property and interests in
property of which are blocked pursuant
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